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Abstract

Machine Learning (ML) is a game-changing technology for crime pattern recognition and
forensic analytics, as it allows for data-driven analysis of massive and complex crime data sets.
This review addresses the use of ML for crime pattern prediction, crime hotspot detection,
offender behaviour analysis, serial crime linkage, and digital forensic investigations. It discusses
the fundamental concepts of data preprocessing, feature engineering, major ML categories, and
commonly used algorithms for crime prediction. The review also discusses the practical
implications, model performance measures, technical hurdles, ethical concerns, and,
importantly, the implications for the Indian criminal justice system. The current trends in Al,
like Explainable Artificial Intelligence (XAI), federated learning, Graph Neural Networks
(GNNs), multimodal data fusion, and human-Al collaborative investigation, are also discussed.
In general, the use of ML holds great promise for improving intelligence-led policing and
evidence-based forensic investigations, but needs to be implemented with transparency, fairness
and legal accountability.
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1 Introduction

“Predicting the unpredictable” means that machine learning (ML) techniques are used to look
for hidden patterns in crime-related data and to make predictions about future criminal activities.
While there are many contributing social, economic and environmental factors that can affect
crime, data-driven forecasting can be achieved using ML, by learning from previous crime
patterns and identifying trends. These tools are not intended to replace human investigators, but
they can aid in making informed decisions in policing and forensic investigations. The recent
developments in artificial intelligence, big data, and cloud computing have only further
propelled the integration of predictive analytics into criminal justice systems.>

Crime analytics has shifted from the traditional policing approach, which was mostly based on
the experience of investigators, eyewitnesses, and manually examining crime records, to data
driven investigation using digital technologies. The explosive growth of surveillance
technology, geographic information systems (GIS), mobile technology, social media, and digital
forensic databases has resulted in vast amounts of data that is relevant to criminal activity and
needs to be analysed using sophisticated techniques. Machine learning offers effective tools for
analyzing these various datasets, helping law enforcement agencies uncover connections that
might not have been obvious and enhance the effectiveness of investigations.?

In the field of forensic analysis and crime prediction, machine learning plays a pivotal role by
synthesizing spatial, temporal, behavioral, and digital data to effectively assist in crime
investigations. Examples of applications are crime hotspot prediction, crime trend analysis,
offender behaviour and classification of digital evidence. Crime prediction can predict the
chance of future crimes from a set of crimes that occurred in the past, whereas crime pattern
recognition can identify spatial, temporal, and behavioral patterns among a set of crimes in the
past. Forensic analytics, on the other hand, is the extraction and interpretation of information

2 S. Sridharan, N. Srish, S. Vigneswaran, and P. Santhi, “Crime Prediction using Machine Learning,” EAI Endorsed
Trans. Internet Things, vol. 10, pp. 1-7, 2024, doi: 10.4108/eetiot.5123.

3 R. Mytheli, A. Subha, and T. Sivakumar, “Crime Prediction and Pattern Analysis Using Machine Learning Tech-
niques,” Int. J. Sci. Res. Sci. Technol., 2025, doi: https://doi.org/10.32628/IJSRST25126283.
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from physical and digital evidence to aid in investigating and going to court. The practices
combine and complement intelligence-led policing and evidence-based forensic practice.*

2 Machine Learning Foundations for Crime Pattern Recognition

Machine learning (ML) is one of the core technologies used in crime pattern recognition where
computers are able to learn meaningful relationships from the historical crime data without
having to be programmed. While statistical methods are effective for analyzing structured data,
ML has the ability to process vast amounts of unstructured data, uncover patterns that are not
readily apparent, and create predictive models that aid in crime prevention and forensic
investigations. These models are effective only if the data is of high quality, the learning method
is appropriate and the algorithms are suitable for the characteristics of crime related data.

A. Data Preprocessing and Feature Engineering

Large amounts of crime data come from multiple sources such as police records, surveillance
systems, geographic information systems (GIS), social media, and digital forensic databases. In
many cases, these data sets are incomplete, have duplicate rows, contain inconsistent formatting
and include irrelevant data that can lead to inaccurate predictions. Hence, data preprocessing
includes several steps such as data cleaning, data normalization, missing value handling, and
data integration from diverse sources. Feature engineering enhances the model's performance by
identifying or designing informative features like crime location, time of the crime, type of
crime, crime frequency, demographic features, weather features, and more, which allows the
machine learning model to identify meaningful crime patterns.’

B. Categories of Machine Learning

Machine learning approaches used in crime analytics are generally classified into three
categories:®

4 8. S. Kshatri, D. Singh, B. Narain, S. Bhatia, M. T. QUASIM, and G. R. SINHA, “An Empirical Analysis of
Machine Learning Algorithms for Crime Prediction Using Stacked Generalization: An Ensemble Approach,” IEEE
Access, vol. 9, 2021, doi: 10.1109/ACCESS.2021.3075140.

> A. K. Gupta, D. V. K. R. Buddula, H. H. S. Patchipulusu, and A. R. Polu, “An Analysis of Crime Prediction and
Classification Using Data Mining Techniques,” J. Artif. Intell. Big Data, pp. 1-11, 2021, doi:
10.31586/jaibd.2021.1334.

¢ B. Mahesh, “Machine Learning Algorithms - A Review,” Int. J. Sci. Res., vol. 9, no. 1, pp. 381-386, 2018, doi:
10.21275/ART20203995.
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1.

Supervised learning: Learns from labelled historical crime data to predict future crime
events or classify crime types.

Unsupervised learning: Identifies hidden clusters, crime hotspots, or behavioural
patterns from unlabelled datasets.

Deep learning: Utilizes multilayer neural networks to analyse complex data such as
CCTV images, videos, speech recordings, and textual evidence for advanced crime
detection and forensic applications.

C. Common Machine Learning Algorithms for Crime Prediction

The following algorithms are widely applied in crime prediction and forensic analytics:’

1. Decision Tree: Produces simple rule-based classifications for crime prediction and
offender profiling.
2. Random Forest: Combines multiple decision trees to improve prediction accuracy and
reduce overfitting in crime datasets.
3. Support Vector Machine (SVM): Separates crime categories using optimal decision
boundaries and performs well with high-dimensional data.
4. Naive Bayes: A probabilistic classifier commonly used for crime classification and text-
based evidence analysis.
5. K-Nearest Neighbour (KNN): Predicts crime categories based on similarity with
previously observed crime cases.
6. Artificial Neural Networks (ANN): Capture complex nonlinear relationships for crime
forecasting and behavioural analysis.
7. Long Short-Term Memory (LSTM): A deep learning model designed for sequential
data, widely used for spatial-temporal crime forecasting and trend prediction.
3 Machine Learning Applications in Crime Pattern Recognition and Forensic
Analytics

Machine learning (ML) has greatly increased the scope of crime pattern recognition and forensic
analytics, and facilitated the analysis of large and complex datasets that are produced from
criminal investigations. In recent years, law enforcement has increasingly turned to ML
techniques for finding patterns in crime, predicting criminal behavior, understanding offenders,

7T. C. Shiraptini, K. Dhanushkodi, S. Sakthipriya, S. Akshaya, and S. Alphonse, “Al and Machine Learning-Ena-
bled Cognitive Digital Twin for Crime Hotspot Detection and Analysis,” IEEE Access, vol. 14, pp. 16792-16801,
2026, doi: 10.1109/ACCESS.2026.3658944.
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and analysing digital evidence. These applications enable intelligence-led policing and help to
enhance the timeliness, accuracy, consistency of investigative procedures and help investigators
make evidence-based decisions.

A. Crime Hotspot Prediction and Spatial-Temporal Crime Forecasting

The application of machine learning in policing is most closely linked to crime hotspot
prediction. Through the analysis of historical crime data and spatial and temporal data, ML
models can pin point spatial areas where crimes are more likely to occur. A frequent practice is
to combine Geographic Information Systems (GIS), demographic variables, weather conditions
and seasonal characteristics to enhance the accuracy of these predictions. Spatial-temporal
forecasting also predicts where and when particular crimes are likely to take place, which allows
police to deploy the fewest resources they can to the most productive areas and take the necessary
measures in advance to prevent them from occurring.®

B. Crime Trend and Offender Behavior Analysis

Machine learning algorithms are used to analyse past crime data to detect long-term trends and
patterns in crime and criminal behaviour. They analyse aspects of the offences carried out,
frequency, location and victimisation choice in order to uncover common patterns of behaviour.
These analyses can help investigators learn about new patterns of crime, recognize high risk
offenders, and create data-driven crime prevention strategies that are not solely based on manual
investigation.’

C. Crime Linkage Analysis (Connecting Serial Crimes)

The goal of crime linkage analysis is to find out if two or more criminal incidents were the work
of a single perpetrator or group of criminals. Machine learning can analyze patterns of behavior,
crime scene characteristics, crime methods of operation, victim profiles, and geographical
information between multiple cases. These techniques allow investigators to recognize

8 N. Soekarna, T. Mantoro, U. Aditiawarman, F. Arifman, and B. Rahman, “Enhancing Spatial-Temporal Crime
Forecasting Using Machine Learning for Law Enforcement,” IEEE Access, vol. 14, pp. 95180-95192, 2026, doi:
10.1109/ACCESS.2026.3706026.

°W. P. Dananjana, J. S. Arambawela, D. G. S. N. Gonawala, R. K. G. H. Rathnayaka, A. N. Senarathne, and S. M.
D. N. Siriwardena, “Machine learning-based criminal behavior analysis for enhanced digital forensics,” PLoS One,
pp- 1-30, 2025, doi: https://doi.org/10.1371/journal.pone.0332802.
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similarities in offences, rank suspects and link cases that may not have been apparent to them

through normal investigative techniques.'°

D. Digital Forensic Analytics

As the amount of electronic evidence kept on computers, smart phones, cloud storage and
communication networks grows, digital forensic investigators are increasingly turning to
machine learning (ML) to process that evidence. ML techniques can be used in image and video
analysis, identification of malware, network traffic analysis, email filtering, mobile device
analysis, and cybercrime investigations. Automated evidence classification and anomaly
detection help investigators quickly find evidence of interest in the digital artefacts and limit the
amount of time spent on manual examination.

E. Pattern Recognition Applications

Machine learning supports several advanced pattern recognition tasks in modern forensic
investigations, including:

1. CCTYV video analytics: Detects suspicious activities, object movements, and abnormal
events from surveillance footage.

2. Facial recognition: Matches facial features with criminal databases to support suspect
identification.

3. Anomaly detection: Identifies unusual behavioural patterns, fraudulent activities, or
cyber intrusions that deviate from normal system behaviour.

4. Evidence classification: Automatically categorizes digital files, documents, images,
audio, and other forensic evidence to facilitate efficient investigation and case
management.

4 Performance Evaluation, Challenges, and Ethical Issues

Machine Learning (ML) is a powerful tool in crime prediction and forensic analytics, but to
achieve this, precise predictive models are not enough; there is a need for systems that are
reliable, transparent, and legally acceptable to the actors involved in making decisions. The
challenges of data quality, fairness, and interpretability play a crucial role in the practical use of
ML models, while performance evaluation is pivotal for assessing their ability to predict such
events. Within the Indian context, which is characterized by a blend of traditional and digital

10V, Lima and U. Karabiyik, “Advancing Crime Linkage Analysis with Machine Learning: A Comprehensive
Review And Framework For Data-Driven Approaches,” arXiv, 2024, doi:
https://doi.org/10.48550/arXiv.2411.00864.
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methods for recording crime, ensuring data reliability and ethical implementation of Al is crucial
to uphold public trust and protect the constitutional rights of every individual.

A. Performance Evaluation

Typical measures of model performance in machine learning are reliability and accuracy of
predictions and reliability and accuracy of classifications.!!

1. Accuracy: Computes the overall rate of correctly classified crime cases but can be
misleading in highly imbalanced crime data.

2. Precision: Represents the percentage of actual accurate prediction of crime events,
which helps minimize false-positive predictions in criminal investigations.

3. Recall (Sensitivity): Determines the accuracy of a model in detecting real crime events
with as little false rejection as possible.

4. F1l-score: Computes precision and recall at the same time, which is applicable to case-
specific imbalanced crime data.

5. ROC-AUC (Receiver Operating Characteristic—Area Under the Curve): Evaluates
how well a model can correctly classify instances of both crime and non-crime classes
for various decision thresholds, giving an overall measure of classification performance.

B. Challenges

While there have been substantial improvements, there are still some technical limitations in the
effectiveness of ML-based crime prediction systems. Indian crime data is often incomplete,
inconsistently reported, contains duplicates, and missing information, all of which will affect the
accuracy of the model. Moreover, class imbalance is often present since serious crimes have
lower occurrence rates than routine crimes, and prediction models tend to focus on majority
classes while neglecting the rare but serious ones. Another difficulty is that crime data over time
are subject to some biases, reporting rates, socioeconomic differences, and policing rule set
biases that might unintentionally affect algorithmic results. This can lead to skewed data sets,
which can result in unfair predictions that impact specific communities or geographic areas.!?

1S, Salloum, K. Tahat, A. Mansoori, C. Mhamdi, and D. Tahat, “Performance Evaluation of Classical Machine
Learning Models for Crime Prediction,” in 2025 12th International Conference on Social Networks Analysis, Man-
agement and Security (SNAMS), 2025, pp. 481—483. doi: 10.1109/SNAMS67467.2025.11391034.

2 A. G and S. D., “Data Protection Challenges in AI-Driven Criminal Justice in the EU and India,” Int J Comput
Intell Syst, 2026, doi: https://doi.org/10.1007/s44196-025-01037-6.
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C. Ethical Issues

As machine learning increasingly becomes a part of predictive policing and forensic decision
support, it is pertinent to discuss some ethical and legal issues in India. Machine learning models
should be explainable and transparent, allowing investigators, forensic experts and courts to
understand how predictions are made, and to assess their reliability. This is especially critical
because opaque “black-box” algorithms can jeopardize both the integrity of forensic information
and the justice system.

Moreover, the collection and analysis of personal data from all these sources including CCTV,
mobile devices, social media, or digital communication should be done under the provisions of
the Digital Personal Data Protection Act, 2023, and must respect the constitutional right to
privacy that was established and recognised by the Supreme Court of India in Justice K.S.
Puttaswamy vs. Union of India (2017).!* Machine learning should thus be used as a decision
support tool and not as a substitute for human judgment. To mitigate any form of discrimination,
safeguard civil liberties, and foster responsible use of Al in the Indian criminal justice and
forensic investigation landscape, the legal admissibility, accountability, fairness, and regular
algorithmic audits are crucial.

5 Future Directions and Emerging Trends

Artificial Intelligence (Al), big data analytics, and digital forensic technology are rapidly
changing the future of crime pattern recognition and forensic analytics. Current machine learning
(ML) models have shown impressive results in predicting which crimes are likely to occur, but
new technologies hope to make better predictions, make models more transparent, protect
privacy, and enable real-time decision making. Future research will be expected to be in the
direction of creating intelligent systems that can analyse and interpret various kinds of data
sources in a fair, legal and human supervised way. The developments will help to enhance
intelligence led policing and forensic investigations in increasingly complex digital
environments. '#

13 A. K. Verma and A. Tiwari, “Judicial Activism and the Right to Privacy: A Case Study of K.S. Puttaswamy v.
Union of India,” 1Int. J. Polit. Sci. Gov.,, vol. 8, mno. 2, pp. 151-154, 2026, doi:
https://www.doi.org/10.33545/26646021.2026.v8.12b.883.

14V, Mandalapu, L. Elluri, P. VYAS, and N. ROY, “Crime Prediction Using Machine Learning and Deep Learning:
A Systematic Review and Future Directions,” IEEE Access, pp. 60153-60170, 2023, doi: 10.1109/AC-
CESS.2023.3286344.
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e Advanced Crime Hotspot Prediction and Spatial-Temporal Crime Forecasting

In the future, it is expected that crime prediction systems will incorporate real-time data from
Geographic Information Systems (GIS), weather, traffic, emergency calls, social media etc. to
further enhance hotspot prediction. As data is continuously updated, the advanced spatial-
temporal models will continuously update predictions, allowing for dynamic deployment of
police resources and more proactive crime prevention strategies. Adopting deep learning along
with geospatial analytics should improve the precision of location-based crime forecasting.

e Explainable Artificial Intelligence (XAI)

A limitation of existing machine learning models is that they are "black-box" models.
Explainable Artificial Intelligence (XAI) aims to offer interpretable and transparent forecasting
by highlighting the effect that particular variables have on model decisions. XAl can be used to
explain why a specific location or something like a suspect has been flagged as a high-risk area
for committing a crime or why a specific digital artefact has been flagged as suspicious. This
will boost trust, aid in legal acceptance, and encourage responsible Al application in the justice
system. !

e Federated Learning and Privacy-Preserving Machine Learning

The future of crime analytics will see more and more federated learning where multiple law
enforcement agencies train machine learning models without sharing sensitive data. Raw
datasets are not transferred, only model parameters are exchanged thus safeguarding confidential
criminal records and personal information. When combined with privacy-preserving methods
like differential privacy and secure computation, federated learning provides a secure model for
inter-agency collaboration while adhering to existing data protection policies and laws. ¢

e Graph Neural Networks (GNNs) and Transformer-Based Models

New crime prediction systems are gaining analytical capabilities by incorporating emerging deep
learning architectures such as Graph Neural Networks (GNNs) and transformer-based models.
GNNs are useful for the analysis of relationships between suspects and victims, criminal

15 T. C. Shiraptini, K. Dhanushkodi, S. Sakthipriya, S. AKSHAYA, and S. ALPHONSE, “Al and Machine
Learning-Enabled Cognitive Digital Twin for Crime Hotspot Detection and Analysis,” IEEE Access, vol. 14, pp.
16792-16801, 2026, doi: 10.1109/ACCESS.2026.3658944.

16 R. Gu and W. Bi, Research on Crime Prediction Model and Algorithm Based on Trajectory Matching
Technology—Trajectory Matching for Crime Prediction, vol. 1, no. 1. Association for Computing Machinery, 2025.
doi: https://doi.org/10.1145/3797161.3797199.
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organizations and communication networks, and financial transactions, and they are effective
for crime linkage and network analysis. The transformer models were created for the natural
language processing field and can also analyze vast amounts of textual evidence, police reports
and social media content, as well as record long-range contextual relationships that enhance
crime intelligence.

e Multimodal Data Fusion

In the future, the multimodal data fusion of information from CCTV, Internet of Things (IoT)
devices, GIS platforms, mobile phones, social media, and digital forensic evidence will
increasingly be analyzed as a single piece of evidence. The use of multiple sources of evidence
will give a more complete picture of criminal events, increase prediction accuracy and allow
investigators to reconstruct crime scenes more accurately than would be done using evidence
from a single source.

e Human-Al Collaborative Investigation and Real-Time Crime Intelligence

While AT technology has revolutionized the field, human skill and intelligence will continue to
play a crucial role in criminal investigations. Future systems will be focused on human-Al
collaboration, with machine learning algorithms running fast analyses of the data and pattern
recognition, and investigators validating results under professional judgment and legal
standards. Real-time crime intelligence platforms that combine predictive analytics, digital
forensics, surveillance and decision-support dashboards will facilitate quicker response to
incidents, efficient use of resources, and evidence-based policing. These cooperative methods
are anticipated to improve the effectiveness of investigations and, at the same time, promote
accountability, transparency, and ethical application of Al technologies.

6 Conclusion

Machine learning has revolutionized crime pattern recognition and forensic analytics by
providing powerful tools for analyzing voluminous crime data to guide predictive policing and
evidence-based investigations. By using advanced algorithms, ML can help predict crime
hotspots, analyse offender behaviour, link crimes together and conduct digital forensic
investigations, thereby enhancing the efficiency and effectiveness of investigations and resource
allocation. The performance of these systems relies on accurate data, robust performance
evaluation and addressing issues like class imbalance, algorithmic bias, and the lack of
interpretation of models. The responsible use of ML in the Indian context must align with legal
frameworks, such as data protection and privacy laws, and must also promote fairness and
transparency in criminal justice decision-making processes, as well as accountability. The use
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of Future Al developments like Explainable Artificial Intelligence, Federated Learning, Graph
Neural Networks, multimodal data fusion, and Human-AlI collaboration will further boost the
reliability and use of crime analytics. Machine learning has the potential to be a very powerful
decision support system in modern forensic science and law enforcement, if used with proper
human supervision and ethics.
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