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Abstract 

The digital forensic investigation landscape has changed dramatically due to the merging of 

digital forensics analysis with the cloud and smartphones, which has created multiple and 

distributed sources of digital evidence. This review will explore the forensic analysis of 

smartphone artefacts, cloud storage, synchronization information, metadata, and user accounts, 

which are the primary sources of digital evidence. It covers overview of the forensic 

investigation process, evidence collection methods on mobile devices and cloud platforms, and 

popular forensic tools. The review also examines the critical technical and legal issues, including 

encryption, data volatility, multi-tenancy, privacy regulations and cross-border jurisdiction. 

Finally, it introduces emerging technologies such as artificial intelligence, forensic automation, 

blockchain, Internet of Things (IoT) forensics, zero-trust cloud security and cloud-native 

forensic frameworks. In the context of contemporary cybercrime landscape, the integration of 

mobile and cloud forensic methodologies is crucial to ensure successful and reliable digital 

investigations with legally sound results. 
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1 Introduction 

The rapid development of smartphone technology and cloud computing has completely changed 

and altered the way people and organisations generate, store, access and share digital 

information. Smartphones have developed from a basic communication tool into a multi-

functional computing devise, collecting enormous digital data from calls, text messages, photos, 

location services, browsing the web, communicating via social media, and a host of mobile apps. 

At the same time, cloud computing has made it possible to store and synchronize data across 

several devices with scalable and 'on-demand' services, so that the data is always available and 

can be coordinated without problems, regardless of its location.2 

Depending on smartphones embedded in cloud platforms has dramatically widened the scope 

and usability of digital information in criminal and civil investigations. Digital evidence can be 

stored on the mobile devices or on remote servers in cloud-based infrastructures, such as user 

files, application databases, synchronization logs, account credentials, metadata, backups, and 

communication records. This type of evidence is essential for event reconstruction, suspect 

identification, timelines, investigative corroboration, and more. This means that investigators 

have to investigate both the device storage and related cloud environments to get a holistic 

picture of digital activity.3 

Mobile device forensics is a subset of digital forensics that deals with the identification, 

preservation, acquisition, examination, analysis, and presentation of evidence derived from 

mobile electronic devices, such as cell phones, tablets, and similar portable electronic devices, 

without compromising evidential integrity. Cloud forensics incorporates these forensic concepts 

into cloud computing by targeting the assembly and examination of the evidence present or 

utilized in distributed cloud architectures, virtual machines, cloud storage and network logs.4 

Cloud-connected applications like Google Drive, iCloud, Microsoft OneDrive, Dropbox, and 

cloud-based backups of messaging apps like WhatsApp have had an impact on digital 

 

2 F. Gu, J. Niu, and Z. He, “A Research on Mobile Cloud Computing and Future Trends,” EAI Endorsed Trans. 

Ind. Networks Intell. Syst., vol. 3, no. 5, pp. 1–9, 2016, doi: 10.4108/eai.21-4-2016.151159. 

3 M. M. Alshabibi, A. K. B. Dookhi, and M. M. H. Rahman, “Forensic Investigation, Challenges, and Issues of 

Cloud Data: A Systematic Literature Review,” Computers, vol. 13, no. 213, 2024, doi: https://doi.org/10.3390/com-

puters13080213. 

4 M. Faheem, M.-T. Kechadi, and N.-A. Le-Khac, “The State of the Art Forensic Techniques in Mobile Cloud 

Environment: A Survey, Challenges and Current Trends,” Int. J. Digit. Crime Forensics, 2015, doi: 

10.4018/ijdcf.2015040101. 
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investigations as well. These services automatically synchronise user data from multiple devices, 

distribute evidence to geographically dispersed servers and create large amounts of metadata 

that can support forensic analysis. At the same time, they bring encryption, data volatility, 

jurisdiction, multi-tenancy and reliance on cloud service provider problems. With the ongoing 

development of digital ecosystems, it is vital to combine mobile device and cloud forensics 

methodologies for proper evidence collection and complete cybercrime investigations.5 

2 Sources of Digital Evidence in Mobile Devices and Cloud Environments 

Smartphones and cloud computing have introduced a wide variety of digital evidence sources in 

forensic investigation procedures. In contrast to traditional digital devices, smart phones 

constantly create, store, and synchronize data with cloud-based platforms, leading to the creation 

of multiple repositories of potentially salient evidence. Digital artefacts can be stored locally on 

the device, remotely in cloud infrastructures or stored in both environments in parallel and 

synchronised automatically. Forensic investigators, therefore, need to find and connect various 

pieces of evidence from this interconnected source to help build timelines and user activity.6 

• Types of Evidence Available on Smartphones 

Smartphones store numerous categories of digital evidence that can reveal user behaviour and 

communication patterns, including7: 

i. Call logs: Records of incoming, outgoing, and missed calls with timestamps and contact 

information. 

ii. SMS and instant messages: Text messages and conversations exchanged through 

messaging applications. 

iii. Contacts: Stored names, phone numbers, email addresses, and associated account 

information. 

iv. Photographs and videos: Multimedia files containing embedded metadata such as 

location, device information, and creation time. 

 

5 K.-K. R. Choo, M. Herman, M. Iorga, and B. Martini, “Cloud forensics: State-of-the-art and future directions,” 

Digit. Investig., vol. 18, pp. 77–78, 2016, doi: http://dx.doi.org/10.1016/j.diin.2016.08.003. 

6 J. C. Chepkwony and A. Kipkebut, “Preserving Digital Evidence in Real Time Cloud Environment for Integrity 

and Legal Admissibility,” Int. J. Res. Appl. Sci. Eng. Technol., 2024, doi: https://doi.org/10.22214/ijra-

set.2024.58149. 

7 B. Fakiha, “Unlocking Digital Evidence: Recent Challenges and Strategies in Mobile Device Forensic Analysis,” 

J. Interner Serv. Inf. Secur., vol. 2, pp. 68–84, 2024, doi: 10.58346/JISIS.2024.I2.005. 
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v. GPS and location history: Geographic coordinates, navigation routes, and location 

services used by applications. 

vi. Browser history: Visited websites, search queries, cookies, downloads, and cached web 

content. 

vii. Application data: User activities, authentication tokens, chat databases, financial 

transactions, and social media interactions. 

viii. Deleted files: Recoverable data remnants that may remain in device storage after 

deletion. 

• Cloud-Based Evidence 

Cloud services extend the availability of digital evidence beyond the physical device through 

distributed storage environments, including8: 

i. Cloud storage: User documents, images, videos, and shared files stored on remote 

servers. 

ii. Cloud backups: Automatic device backups containing application data, contacts, 

messages, and system settings. 

iii. Synchronization logs: Records documenting synchronization events between devices 

and cloud services. 

iv. Virtual machines: System snapshots and virtual storage maintained within cloud 

infrastructures. 

v. Emails: Cloud-hosted email messages, attachments, calendars, and contact information. 

vi. Cloud application data: Files and databases generated by cloud-connected applications 

and collaborative platforms. 

• Relationship Between Mobile Devices and Cloud Services Through 

Synchronization 

Modern mobile operating systems support automatic syncing of data to cloud services like 

Google Drive, iCloud, OneDrive and Dropbox to ensure data consistency across various devices. 

This synchronization can help users obtain information from various platforms, and create 

 

8 J. E. James, “An exploration in forensic evidence in a cloud computing environment,” Issues Inf. Syst., vol. 22, 

no. 2, pp. 250–259, 2021. 
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multiple copies of digital evidence. This means that investigators can typically find evidence 

even when evidence is deleted or altered on the physical device, but lost in the cloud repository.9 

• Importance of Metadata, Timestamps, Logs, and User Accounts 

One of the basic principles of digital forensics is that metadata, timestamps, system logs, and 

user account information are essential to determining the validity, source, and history of digital 

evidence. System and synchronization logs contain user activity and device interaction 

information, and metadata records contain ownership information, creation and modification 

dates, device information, and geolocation information. Authentication records and user account 

information also help investigators to connect digital artefacts to specific individuals, to trace 

the sequence of events, and to check the integrity of the evidence during the investigative 

process.10 

3 Forensic Investigation Process and Evidence Acquisition 

The success of a digital forensic investigation relies on the proper systematic collection and 

analysis of the digital evidence as well as the protection of evidence integrity and admissibility 

in court. With the constant introduction of mobile devices in the cloud, investigators need to use 

standardized forensic procedures to obtain evidence from both the local device and the cloud 

environment. Adhering to known forensic methodologies will guarantee that digital evidence 

remains authentic, reliable and reproducible during the investigation. 

• Standard Forensic Investigation Phases 

The digital forensic investigation typically consists of a series of well-defined phases. 

Identification is the process of finding a source of digital evidence, such as a smartphone, cloud 

account or connected device. Evidence is preserved by using proper isolation and documentation 

procedures to ensure that the evidence is not changed. When investigators are acquired, they 

make forensic copies of the data using procedures that are proven to be valid and do not alter the 

original evidence. In the examination phase, relevant artefacts are drawn out of acquired data, 

and in the analysis phase, these artefacts are used to interpret events, to identify user activities, 

 

 

10 P. Yuvaraj, P. Swaminathan, and D. D. Jayalakshmi, “A Confidential and Secure Cloud-based Digital Forensic 

Investigation Model in Blockchain,” Int. J. Eng. Res. Technol., vol. 15, no. 6, pp. 1–6, 2026. 
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and to build user timelines. Finally, reporting documents procedures, finding and conclusions in 

a clear and legally acceptable way.11  

• Mobile Evidence Acquisition Methods 

There are three general methods of evidence acquisition on smartphones. Logical acquisition 

gathers active user information from the operating system without using deleted information. 

File system acquisition saves the device's directory structure and system files to gain more access 

to the device's application databases and configuration data. Physical acquisition involves 

making a bit by bit copy of the storage of the device, thereby recovering deleted files and hidden 

artefacts. It will depend on the security features of the device, the architecture of the operating 

system, the type of encryption in place and investigative goals.12 

• Cloud Evidence Acquisition Approaches 

The cloud environment and evidence collection is unique from the acquisition of the evidence 

from a traditional device acquisition, as evidence will be stored in distributed infrastructures. 

Examples include the use of APIs to collect data straight from the cloud, or provider-assisted 

acquisition in which the cloud service provider provides the requested information as a result of 

legal authorizations, and snapshot acquisition, in which data about virtual machines or cloud 

storage is captured at a given moment in time. These methods allow investigators to access 

evidence from a distance and keep it in evidence.13 

• Common Forensic Tools 

There are a number of specialised forensic tools to assist investigations in mobile devices and 

cloud environments. For extracting and analysing Android and iOS smartphone data, some of 

the most popular tools are Cellebrite UFED and Oxygen Forensic Detective. Integrating 

evidence from mobile devices, computers and cloud services into a single investigative platform 

is what Magnet AXIOM does. In addition to being free software, Autopsy offers a variety of 

powerful features for file system and artefact analysis, while Forensic Toolkit (FTK) offers more 

 

11 E. Egho-promise, S. Idahosa, G. Asante, and A. Okungbowa, “Digital Forensic Investigation Standards in Cloud 

Computing,” Univers. J. Comput. Sci. Commun., vol. 3, no. 923, 2024, doi: 10.31586/ujcsc.2024.923. 

12 Y. Sayeed, A. Jalooli, and M. Sharbaf, “Acquisition and Analysis of Mobile Data Using Digital Forensics Tools 

and Techniques,” 2025, pp. 196–216. doi: 10.1007/978-3-031-85902-1_19. 

13 J. Yang, J. Kim, J. Bang, S. Lee, and J. Park, “CATCH: Cloud Data Acquisition through Comprehensive and 

Hybrid Approaches,” Forensic Sci. Int. Digit. Investig., vol. 43, p. 301442, 2022, doi: 

https://doi.org/10.1016/j.fsidi.2022.301442. 
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advanced features for evidence processing, indexing, and keyword search. These tools increase 

the effectiveness, precision, and dependability of digital forensic investigations.14 

C. Challenges in Mobile and Cloud Forensic Investigations 

Bringing together mobile devices and cloud computing has made digital forensic analysis a much 

more complex endeavor. In contrast to traditional digital spaces, evidence is frequently spread 

out across various technologies, cloud servers, and locations, making identification, acquisition, 

and preservation more difficult. Investigators are therefore faced with numerous technical, legal 

and operational challenges while maintaining the integrity and admissibility of digital 

evidence.15 

• Encryption and Secure Authentication: Today's smartphones and cloud-based 

services use full-disk encryption, secure authentication systems, and multi-factor 

authentication to ensure that user data remains secure. These technologies help protect 

data from cyber-attacks, but also can prevent investigators from gaining access to 

encrypted evidence without proper credentials or legal authorization. 

• Multi-Tenancy and Virtualization: Cloud computing is based on multi-tenancy in 

which multiple users share the same physical resources, along with virtualization, which 

dynamically allocates resources through virtual machines. These qualities make the 

isolation of evidence difficult, in that investigators can have to avoid collecting data from 

other unrelated users and maintain evidential integrity. 

• Data Volatility and Remote Deletion: Cloud data is very dynamic and can be modified, 

synchronized or even deleted remotely over the short term period. Potential evidence can 

be changed or modified by automatic update or synchronization across devices, which 

can lead to loss of evidence during forensic acquisition. 

• Jurisdiction and Cross-Border Legal Issues: Cloud data is often spread out over 

servers in various nations. Distinctions in national laws, data sovereignty, and mutual 

legal assistance processes can sometimes slow or hinder investigators from getting at 

data located outside of their jurisdiction. 

 

14 A. W. Malik, D. S. Bhatti, T.-J. Park, H. U. Ishtiaq, J.-C. Ryou, and K.-I. Kim, “Cloud Digital Forensics: Beyond 

Tools, Techniques, and Challenges,” Sensors, pp. 1–30, 2024, doi: https://doi.org/10.3390/s24020433. 

15 T. Singano et al., “Digital Forensics Investigations: Major Challenges in Mobile and Cloud Forensics,” Inst. 

Comput. Sci. Soc. Informatics Telecommun. Eng., pp. 35–53, 2025, doi: https://doi.org/10.1007/978-3-031-81573-

7_3. 
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• Privacy Regulations and Cloud Service Provider Limitations: Investigators may 

have access restrictions on customer information due to privacy laws and the policies of 

cloud service providers. In addition, providers may have different data retention policies, 

logging practices, and availability of forensic information, which leads to inconsistencies 

in investigations. 

• Large-Scale Data Acquisition and Maintaining Evidence Authenticity: The storage 

of vast amounts of data in the cloud contributes to longer time and resource needs for 

evidence collection and analysis. Data integrity verification is also essential, and should 

be done by investigative evidence using appropriate forensics hashing methods and 

documentation to ensure that digital evidence remains authentic and admissible. 

• Challenges Posed by End-to-End Encrypted Applications: Service providers cannot 

see the content of messages in applications like WhatsApp, Signal, and Telegram 

because they use end-to-end encryption. Investigators, therefore, frequently use device 

artefacts, backup files, metadata and legal files provided to them rather than the 

communications they intercept to piece together user activities. 

D. Emerging Trends and Future Directions 

Digital forensic practices are changing constantly due to the advancements of mobile 

technology, cloud computing and cyber attacks. Historically, the traditional forensic methods 

are being complemented by intelligent and autonomous technologies that can manage complex, 

distributed and large scale of electronic evidence. As a result, several new trends are anticipated 

to enhance the efficiency, reliability and scalability of future mobile and cloud forensic 

investigations.16 

• Artificial Intelligence and Machine Learning in Digital Investigations: Automation 

of evidence classification, anomaly detection, malware identification, image analysis and 

event correlation are being embraced using Artificial Intelligence (AI) and Machine 

Learning (ML). These technologies help investigators by quickly sifting through large 

amounts of data and extracting patterns that might not be obvious from manual analysis. 

• Automation of Forensic Analysis: With automation, the time needed for evidence 

acquisition, artefact extraction, timeline generation, and report preparation is all cut 

down. Automated forensic workflows also help reduce human error and enhance the 

consistency and repeatability of digital investigations. 

 

16 R. Sheth, K. Kaushik, C. Parekha, and N. Chayal, “Future Trends and Emerging Technologies in Mobile Foren-

sics,” 2026, pp. 401–426. doi: 10.1007/979-8-8688-1748-9_14. 
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• Internet of Things (IoT) and Edge-Cloud Forensics: As IoT devices become 

increasingly deployed and edge computing is adopted, there are new sources of evidence, 

such as those on a device, other than smartphones and cloud servers. Moving forward, 

data gathering for future investigations will be more and more from interconnected 

sensors, wearables, smart home systems, or edge-cloud infrastructures. 

• Blockchain for Evidence Integrity: Blockchain technology provides an immutable way 

to capture forensic evidence, maintain the chain of custody and validate data's 

authenticity via cryptographic validation and transaction history. 

• Zero-Trust Cloud Environments: In a zero-trust security model, users, devices, and 

applications must be continually verified before being granted access to cloud resources. 

These architectures provide more accountability because they produce detailed logs of 

authentication and access that can be used for forensic investigations. 

• Forensic Readiness and Cloud-Native Investigation Frameworks: Forensic readiness 

and cloud-based investigation frameworks are growing in popularity as they enable 

enterprises to proactively gather evidence, centrally log the data, monitor continuously, 

and respond quickly to incidents, while simultaneously minimizing investigation time 

and expenses. 

4 Conclusion  

The rise of mobile technology and cloud-based computing has transformed digital evidence and 

the ways it must be captured and analyzed in a forensic investigation. Investigative practices are 

increasingly relying upon the collection and matching of evidence that exists on smartphones, 

across cloud platforms and across synchronized applications. This review brought up the main 

sources of digital evidence, common forensic investigation workflows, evidence collection 

methods and popular mobile and cloud forensic tools. It also covered major issues, such as 

encryption, distributed cloud infrastructure, data volatility, legal jurisdiction, privacy laws, and 

the increasing adoption of end-to-end encrypted applications. Additionally, new technologies 

like artificial intelligence, automation, blockchain, IoT forensics and zero-trust cloud 

architectures are paving the way for greater forensic efficiency and evidence integrity. Finally, 

future research is needed to create standardized, scalable, and legally compliant forensic 

frameworks for mobile and cloud-based investigations that will meet the growing demands of a 

digital ecosystem while preserving the authenticity and admissibility of digital evidence. 
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