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Abstract

Because of its capacity to cut processing expenses, cloud computing is now one of the most hotly debated
topics in the field today. The most intriguing and alluring technology of the present day is that which
provides its customers with the ability to request services online. Because cloud computing stores as well
as disseminates data in an environment, security has emerged as the primary impediment to the
widespread use of the cloud computing settings. Many people utilise cloud to store our personal data,
which necessitates a high level of the data storage security over media. When data is being uploaded to
a cloud server, security is a key issue. The security dangers and problems of cloud computing are
examined in just this review article, which also examines the security standards for cloud computing.
Accordingly, the main purpose of this analysis is to categorise cloud computing security threats and
issues.
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1. INTRODUCTION

Computer services in the information technology such as platforms, infrastructure, or
even applications may be set up and accessed through internet under the umbrella term "Cloud
Computing. It is the large scaled distributed infrastructure in that shared resources are virtualized as well
as services given to customers are dispersed in the terms of such virtual machines, deployment
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environments, or software. As a result, it's clear that cloud services may be dynamically scaled based on
the current workloads as well as needs. According to the amount of resources that are consumed, the
payment is paid based on that usage. One definition of ‘cloud' is a'remote data centre," as per [1]. There
are two ways to look at it. First one is the use of a web browser to access information as well as data
resources through the Internet. Secondly, the computer resources are paid for on a per-use basis. When
you hear about "cloud computing,” you're most likely thinking about the (NIST) National Institute of
Standards and Technology since “a model for enabling universal, suitable, on-demand network access
to share pool of configurable computing resources (e.g., servers, networks, applications, storage, and
services) that can be rapidly released and provisioned with minimal management effort or service
provider interaction” [2].

1.1. TYPES OF CLOUD

The range of the cloud computing architectures is vast, as well as the customer may pick which one
best suits their needs and budget. It's basically as follows when it comes to cloud architecture [3].

TYPES OF CLOlIJD COMPUTING

PUBLIC PRIVATE HYBRID

+/ Scalable «/ Scalable «/ Scalable

+' Reliable +/ Secure « Secure

+/ Inexpensive « Flexible «/ Flexible

« Location « Greater control « Cost effective
Independent

Figurel: Types of cloud [4]

e Public Cloud: Pay-as-you-go cloud computing is a sort of the cloud computing architecture that
is designed for the customer in a pay-per-use paradigm. Google App Engine, or even Microsoft
Azure and Amazon Web Services seem to be instances of this kind of service.

o Private Cloud: Designed for vital infrastructure as well as private businesses and organisations,
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this sort of the cloud computing architecture. The cloud computing environment like this one is
not open to the general public. A private cloud is indeed an instance of such a data centre owned
by a private company or a government agency.

e Community Cloud: Third parties may use it to construct new apps as well as platforms for new
services, and then it involves a wide range of diverse parties.

e Hybrid Cloud: There are public as well as private clouds in just this cloud computing structure.
(NIST) that we called as National Institute for Standards and Technology defines it as “a hybrid
cloud that has a combination of public and private clouds bound together by either standardized
or proprietary technology that enables data and application portability” [2].

2. TYPES OF CLOUD SECURITY

e ldentity Security: In terms of privacy as well as work, it is referred to as a technique. *“ allows
the authenticate people to retrieve the resources at the appropriatet time and for the good
objectivess” [5]. It protects the privacy as well as security of data and applications while
increasing their availability to authenticated individuals.

e Information security: Regardless of whether such data is encoded, transferred, processed, or
the deposited, business practises must be in place to ensure that the data is protected at all times.

[6].

o Network Security: The safety of a computer network is a precondition for its operation.
Defending the current network infrastructure against unvarified individuals,
violation, adjustment, breakdown, deterioration, or incorrect distribution is part of this process
[7]. Because to issues at network level, web system's capacity as well as responsiveness might
suffer, as well as overall latency.

e Software Security: It is necessary to start with the idea of the programme and work through the
design and execution phases to build a security analysis procedure. In order to provide the
highest degree of software security, each of these procedures is dependent on the others [8].
Even though complexity of such software development varies widely, everything requires a
security assurance.

o Infrastructure Security: In order to verify the company's operations, it is essential that perhaps
underlying infrastructure be secure. [9] Elements also need to be maintained apart. Users of the
network may avoid having accessibility easily to the memory drivers or cryptographic codes by
separating modules from the administration.
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Figure 2: Types of Cloud Security.

Solutions: Cloud computing's security has been beefed up with the addition of a new encryption
technique. The most common forms of encryption are attribute-based encryption, including
homomaorphic encryption, as well as symmetric encryption. Text security cypher or even key code are
two options for attribute encryption. Encrypted messages and secret numbers billing encoded text that a
customer leaves behind for the decryption are explained here. It is possible to decrypt encrypted material
using the homomorphic encryption in CC. In order to safeguard sensitive data, it is necessary to use
primitive cryptography in symmetric encryption. In order to provide high data protection, several types
of encryption may be augmented with active solutions.

3. ATTACKS AND THREATS IN THE CLOUD SECURITY

The following is a list of cloud security assaults as well as threats:

¢ Account and service hijacking: Considered to be among the most dangerous dangers, Attackers
target the web service hosted by the cloud service provider, as well as then install its control
software inside cloud service provider infrastructure so that they may take control of such web
service once it has been compromised. [12].

e Backdoor Channel attacks: This form of attack occurs in laaS, whenever it delivers an
effective customer's high penetration just on VM’s or even Hypervisor level. This may impair
service availability as well as data privacy [13].

e Cross site scripting attacks: XSS is another name for it. It is among the most potent web
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application security vulnerabilities that has been discovered to date. JavaScript is among the
most often utilised programming languages in this kind of attack [12].

o Cloud malware injection attack: Injecting malware, the macules programme, or even a virtual
machine into cloud infrastructure is among the most dangerous things you can do to your cloud
computing security [14].

¢ Denial of Service attacks: When consumers try to use service after it has been compromised, it
would not be accessible. They'll receive a 404 which is Not Found error [12] as a result. [12].

4. CLOUD COMPUTING CHALLENGES

e Access controls: Service providers should be concerned since it might expose user data as well
as provide hackers access to an organization's infrastructure. [15].

e Accounting: In order to sustain network administration, it's an important factor to consider while
installing cloud computing services [16].

e Compliance: The approaches of the compliance management are not well supported by cloud
computing. Data security as well as privacy might be compromised as a result of this [16].

e Cross-Organizational Security Management: In the cloud computing, achieving and
maintaining security as well as SLA compliance is a major difficulty. Cloud computing security
can't be accomplished without the cooperation of several organisations [17].

e Extensibility and Shared Responsibilities: Cloud computing security is a topic that has to be
addressed by both service providers as well as end users. Until recently, there has been no clear
picture of how the cloud computing's security duties would be met. [18].

o Private Cloud: Due to the phrase "private cloud" meaning "on-premises,” the working
environment is supposed to be the same as in conventional computing. Through the use of
virtualization technologies for computing resources, the computing resources are virtually
extendable or de-extendable depending on the user’s needs. This will give accessibility to shared
resources for the entire departments in the organization. However, this has not been fully
implemented in a wide range in the organizations. In other words, it is a halfway step to be
implemented by the public cloud services [1].

Despite the fact that the concept of cloud computing has only just emerged. Cloud computing research
is still in its infancy. Numerous concerns remain unresolved, as well as new difficulties continue to crop
up across all industries on a daily basis. The follows are some cloud computing research issues to keep
an eye on.

e Service level agreement (SLA)
¢ Cloud data management and security
e Data Encryption

e Virtual machines migration
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e Access controls
e Multi-tenancy

¢ Reliability and availability of services.

5. FUTURE ADVANCES IN THE FIELD OF CLOUD COMPUTING

A concept termed as Automation is taking hold in IT business during the next five years. Al as well
as ML are likely to play an important part inside automation process within next five years, at least.
Programming-related professions in the IT sector are likely to become less common as automation
advances. To illustrate the point, let's take a look at a hypothetical situation. When a computer replaces
human brain in logic-building process, we can envisage the harm that will be done in terms of
the INTRUSION. It takes a reasonable length of the time for a typical programmer to conduct (or)
complete the specified task. Considering today's technology as well as the knowledge it gained via
machine learning, a machine can do the identical task in a matter of seconds. Traditional IDS systems
might be ineffective in this case because of the increased automation. As a result, there is a pressing need
to bolster existing security measures, such as fire walls as well as I1DS.

6. CONCLUSION AND FUTURE WORK

Using cloud computing is enticing because of its adaptability, effectiveness, usefulness, as well as
cost-savings features. It's the newest and most promising technology, but it's also vulnerable to a variety
of threats. Data security challenges and methods for dealing with them are discussed here in order to deal
with the CC risks.

Recently, both the business and academic worlds have taken a keen interest in the cloud computing,
which many see as a foundation for the contemporary societies of future. Economic improvements as
well as cost savings may be achieved by using cloud computing. Empowering cloud computing qualities
are sought by governments, organisations as well as enterprises. There are still many security as well
as privacy concerns that must be addressed before cloud computing can be widely used in the next several
years. The most recent threats and difficulties associated with cloud computing have indeed been
explored in this study. Developing a security model that takes into account the dangers and difficulties
that have been highlighted will be the focus of our next research.
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